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Quantum Risk on the Critical National
Infrastructure CNI: Why We Must Act Now       

Quantum computing promises transformative capabilities, but it also poses a systemic threat
to the cryptographic foundations protecting Critical National Infrastructure (CNI). A
cryptographically relevant quantum computer could render widely deployed RSA and elliptic-
curve cryptography ineffective, exposing long-lived data, communications, software updates
and operational systems. The risk is already present through “harvest now, decrypt later”
attacks, whereby adversaries collect encrypted information today for future exploitation.
Drawing on recent cyber-physical incidents and the interconnected exposure of energy,
government, finance, healthcare and critical communications, this presentation explains why
post-quantum preparation cannot be deferred. It examines the UK’s migration milestones
towards 2035 and identifies immediate priorities, including establishing cryptographic
inventories, prioritising long-lived and difficult-to-replace assets, piloting hybrid post-
quantum solutions, engaging technology suppliers and developing governed quantum-
readiness roadmaps. The central message is clear: protecting CNI against quantum risk
requires coordinated, board-led action now.  
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